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Abstract 
Data security has been a major concern in the today’s information technology era.  Cryptography plays an important role 

in information security system against malicious attacks. It is a process of making information indecipherable to an 

unauthorized person.  Cryptographic algorithms are classified as Symmetric and Asymmetric. With Symmetric 

encryption, the same key is used to cipher and decipher data whereas with Asymmetric algorithms, we have different key 

for encryption and decryption. Symmetric algorithms tend to be less complicated than Asymmetric and hence are more 

widely used. Although Cryptographic algorithms play a main role in information security systems, on the other side, these 

algorithms consume a significant amount of computing resources such as CPU time, memory, and battery power. This 

paper provides an analysis and comparison of some symmetric key cryptographic ciphers (DES, Triple DES, AES, 

Blowfish) on the basis of encryption and decryption time with different sizes text files on two different operating system 

using Java as the programming language.  
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1. INTRODUCTION 

Cryptography is an effective way for protecting hypersensitive details. It is a process of making information 

indecipherable to an unauthorized person hence, providing confidentiality to genuine users Cryptography means “secret 

writing” which is the science and art of transforming messages to make them secure and immune to attacks by 

unauthorized user. The original data/message, before being transformed is called cipher text. An encryption is a process to 

transform the plaintext into cipher text and decryption transforms the cipher text back into plaintext. The sender uses an 

encryption algorithm and the receiver uses a decryption algorithm. Thus, encryption and decryption help to secure 

transmission of the message and protect the message from unauthorized users [1].Many encryption algorithms are widely 

available and used in information security. They can be categorized into Symmetric (private) and Asymmetric (public) 

keys encryption. In Symmetric keys encryption or secret key encryption, only one key is used to encrypt and decrypt data. 

These algorithms are much faster than asymmetric algorithms in terms of computation as the encryption process is less 

complicated. Also the memory requirement of Symmetric algorithm is lesser as compared to Asymmetric. [2]These 

algorithms can be directly implemented on hardware easily. The weakness of symmetric algorithms is in sharing of 

symmetric key between sender and receiver. In Asymmetric algorithms, two keys are used; private and public keys. 

Public key is used for encryption and private key is used for decryption. The key exchange is not a problem in this 

approach but Asymmetric encryption techniques are almost 1000 times slower than Symmetric techniques, because they 

require more computational processing power [3]. 

This paper provides details of the performance analysis of some symmetric key algorithms using different sizes of text 

files on two different platforms that are WINDOWS and UBUNTU, using JAVA as the programming language. 
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II. ALGORITHMS IN OUR EXPERIMENT 

A. Advanced Encryption Standard (AES) 

 

AES (Advanced Encryption Standard) is a symmetric block encryption standard recommended by NIST (National 

Institute of Standards and Technology) [4] [5] is used for securing information. It encrypts 128 bit block size with 

128/192/256 bit key for 10/12/14 rounds. The complete specification and the above structure of AES encryption scheme 

can be found in [6]. AES encryption is fast and flexible; it can be implemented on various platforms especially in small 

devices [7]. Also, AES has been carefully tested for many security applications [8], [9]. 

B. Blowfish 

 

Blowfish was designed in 1994 by Bruce Schneier,it works on 64-bit units with key lengths from 32-bits up to 448-bits 

[10] . This standard has a simple structure,which is easy to implement and use. It is unpatented, license-free, and is 

available free for all uses. Blowfish is the better than other algorithms in throughput and power consumption [11] [12]. 

 

     C.DES  

DES (Data Encryption Standard) is a symmetric block encryption standard to be recommended by NIST [13]. The DES 

algorithm is the most broadly used encryption algorithm in the world. The same algorithm and key are used for encryption 

and decryption, with minor differences. DES accepts an input of 64-bit long plaintext and 56-bitkey (8 bits of parity) and 

produce output of 64 bit block [14] [15].  

     D.3DES 

 Triple Data Encryption Algorithm (TDEA or Triple DEA) is a symmetric-key block cipher standard which is similar to 

DES method but increase encryption level 3 times than DES [16]. As a result this is slower than other block cipher 

methods. The block size of 3DES is 64 bit with 192 bits key size [17] [18]. 

III. EXPERIMENTAL METHODOLOGY AND ENVIRONMENT 

 

a). Evaluation Parameters 

 

In this paper, analysis is done with following metrics under which the cryptosystems can be compared.  

Encryption time- The time required to convert plaintext to cipher text is encryption time. Encryption time depends upon 

key size, plaintext block size and mode. In our experiment we have measured encryption time in milliseconds. Encryption 

time impacts performance of the system. This time must be less making the system fast and responsive.  

Decryption time- The time to recover plaintext from cipher text is called decryption time. The decryption time is desired 

to be less similar to encryption time to make system responsive and fast. Decryption time impacts performance of system. 

In our experiment, we have measured decryption time is milliseconds.  

 

b) Evaluation Platforms 

 

The  encryption algorithms are evaluated considering the following system configuration. 

1. Software Specification: Experimental evaluation on Different Encryption algorithm with Java Development Kit 8, 

Ubuntu Mate and Windows 8 64bit Operating System. 

2. Hardware Specification: All the algorithms are tested on Intel(R) Core(TM) i3-6100T CPU @ 3.20GHz processor 

with 4GBof RAM and 1TB HDD. 
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IV. EXPERIMENTAL RESULTS AND ANALYSIS: 

 

 
 

Fig.1 Encryption Time of Different Algorithms for Text Files in Ubuntu OS 

                                         

 

 
 

Fig.2 Decryption Time of Different Algorithms for Text Files in Ubuntu OS 
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Fig.3 Encryption Time of Different Algorithms for Text Files in Windows OS 
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AES 16,59 43,11 58,46 85,35
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DES 27,51 90,64 122,54 177,7

TripleDES 56,54 220,48 304,05 452,8
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Fig-4: Decryption Time of Different Algorithm for Text Files in Windows OS 
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400kb 16.59 16.63 18.2 18.89 27.51 28.99 56.54 60.46 

1500kb 43.11 43.55 52.25 58.67 90.64 90.18 220.48 229.42 

2048kb 58.46 55.68 70.86 77.46 122.54 126.21 304.05 331.82 

3000kb 85.35 83 98.73 111.93 177.7 185.77 452.8 479.71 

 

V. CONCLUSION AND FUTURE WORK 
 
We have done the analysis of execution time of different algorithms in terms of Encryption time and Decryption time with 

different sizes of text files . The results shows that AES algorithm is the best and takes less time to encrypt and decrypt a 

file  as compared to other algorithms (Blowfish, DES and Triple DES). After AES, Blowfish algorithm performs better as 

compared to the DES and Triple DES. From this analysis we also conclude that Triple DES algorithm is worst as compare 

to the other algorithms as it takes a lot of time to encrypt as well as decrypt a data. 

Also in terms of Operating system, we see that Ubuntu operating system gives much better results compared to Windows. 

The future work can be done to compare performance of these algorithms on image, audio and video files on different 

operating systems. 
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